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Deutsche Telekom is developing advanced 
AI-driven agents for implementation in 
operational RAN environments, enabling 
autonomous network monitoring, real-time 
anomaly detection, and intelligent correc-
tive actions that proactively resolve network 
degradations and reduce total repair time.

RAN

Guardian Agent   
The autonomous AI agent 
for self-healing networks

Key facts

•	Agentic AI in RAN operations
•	Autonomous network monitoring
•	Real-time anomaly detection
•	Intelligent corrective actions
•	Proactively resolves  

network degradations
•	Reduces mean time to repair
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As telecommunication networks become increasingly 
complex, traditional rules-based automation falls short 
when it comes to addressing real-time challenges. Agentic 
AI leverages large language models (LLMs) and advanced 
reasoning frameworks to create intelligent agents that can 
think, reason, act, and learn independently. These agents 
collaborate in a human-like manner, detecting anomalies and  
executing self-healing actions to optimize RAN performance.

At the heart of this initiative is the RAN Guardian Agent,  
a pioneering agentic AI-driven solution designed to tackle 
high-load scenarios in RAN operations. Built using Gemini 
2.0 in Vertex AI from Google Cloud, this solution includes  
the following capabilities:

•	 Autonomous RAN performance monitoring: continuously 
analyzes key network parameters in real time to predict 
and detect any anomalies.

•	 AI-driven issue classification and routing: identifies 
and prioritizes network degradations based on multiple 
data sources.

•	 Proactive network optimization: recommends or auto- 
nomously implements corrective actions, including  
resource reallocation and configuration adjustments.
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